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Ohlone College Wireless Network Use Policy  
Purpose


This document will outline proposed policies regarding the use of emerging wireless technologies within our campus environment.  The effective development of management strategies to maximize the usability, reliability, and security of information technology resources as pertaining to wireless communication will be the focus of this policy.  The nature of wireless technologies will have a significant impact on the modes and methods used by the information technology department to support campus network users.  This policy will attempt to clarify the roles and responsibilities of the Information Technology staff to consistently support the network hardware and facilitate usability of the service.   

· Guide the deployment of wireless networking on the Ohlone College campus to ensure reliable, compatible, and secure operation.  

· Protect the security of Ohlone College information resources and electronic communications by specifically prohibiting access to Ohlone College networks via unsecured wireless communication devices.

· Arbitrate possible interference in the FCC unlicensed 2.4 GHz radio frequency spectrum

· Establish rights and responsibilities of users

Scope


This policy applies to all wireless network devices and Wireless Local Area Network (WLAN) technologies using the Ohlone College IP space and applies to all wireless connections to the campus network backbone, frequency allocation, network assignment, registration in the Domain Name Service, and services provided over wireless connections to the campus network backbone to departments and divisions of Ohlone College.  This policy does not apply to cellular wireless technology or wireless devices and/or networks that have no connectivity to Ohlone College networks and where those devices do not interfere with Ohlone College wireless devices.  This policy will be subject to change based on the emergence of new technologies and security issues.

Authority 

This policy is under the authority and oversight of the Ohlone College Department of Information Technology under the direction of the Associate Vice President of Information Technology.  Technical review of this document is under the direction and authority of the Ohlone College Associate Vice President of Information Technology or designee.

Policy 


Wireless equipment and users must follow all network connection policies as outlined in the current Ohlone College Systems Use Policy.  Specific areas of concern are noted below followed by a general outline of standing Information Technology Department policy.

Technology
· There are no guarantees that all brands of wireless networking equipment will work on the Ohlone College wireless network. Currently, IEEE 802.11a/b/g standard for wireless LANs will be supported. This standard is subject to change as new technologies and standards evolve. Please check with the Ohlone College Information Technology Department as to the current requirements.
· All Access Points are part of a Trapeze Networks Wireless LAN Mobility System. No other vendor or model of Access Points will be allowed on the Ohlone College campus without express agreement of the Ohlone College Information Technology Department via the Associate Vice President of Information Technology or designee.

· Wireless access points must abide by all federal, state, and local laws, rules or regulations pertaining to wireless networks.
· The Ohlone College WLAN will support the EAP-TTLS authentication method that requires the end user to acquire the Ohlone Community College District CA Certificate as well as have a valid user account to utilize network services. 

· Only the IP protocol will be supported on the Ohlone College WLAN.

· The Associate Vice President of Information Technology or designee is responsible for updates to the technology standards as the industry and technology changes.

Installation and Management
· Ohlone College Information Technology Department will be the primary coordinator of the design, specification, installation, operation, maintenance, and management of all Trapeze Networks Mobility System Access Points. On-campus Ohlone College Departments and affiliates wanting WLAN capability will need to contact the IT Department for installation of wireless equipment.  This wireless equipment will be owned and managed by the Information Technology Department of the Ohlone Community College District. 

· Ohlone College departments and divisions must register for the use of radio frequency spectrum with the Information Technology Department, prior to implementation of wireless networks.  
· Faculty, staff and students may not install or operate personal WLAN Access Points without the expressed written consent by Associate Vice President of Technology or designee.

· The installation and documented locations of all wireless access points must be registered with the Information Technology Department
· The service demarcation point will be the Access Point itself.  The Information Technology Department is responsible for the Access Point and the wired network to which it is attached. Individual students will be responsible for all costs associated with purchase, installation, operation, and support of their personal wireless devices.

· All IP addresses for the Ohlone College WLAN will be assigned by DHCP services maintained by the Department of Information Technology.

· A site survey by IT will be required prior to the design and installation of any additional WLAN networks operated on the Ohlone College campus as approved by the Vice President of Information Technology. This is to insure radio frequency integrity of the existing or planned wireless infrastructure, establish a reasonable assessment of optimum coverage, facilitate connection to power and the wired data network as well as to identify possible interference problems.

· In cases where the device is being used for a specific teaching or research application, IT will work with faculty to mitigate any security issues and accommodate the device without disrupting the Ohlone College WLAN or underlying wired network backbone.
· All wireless equipment installations must comply with all health, safety, building, and fire codes.
Radio signal interference

· 802.11b/g WLANs operate in the unlicensed 2.4 GHz range and conform to the IEEE 802.11 DSSS (Direct Sequence Spread Spectrum) specification. Other wireless devices use the same 2.4 GHz frequency band and may disrupt the operation of the Ohlone College wireless network. These include cordless phones, cameras, keyboards, mice, audio speakers, and other wireless LAN devices (like Bluetooth and earlier versions of 802.11). To assure the highest level of service to WLAN clients, the use of all other 2.4 GHz devices should be discontinued on the Ohlone College campus.
· Interference or disruption of authorized communications that result from the intentional or incidental misuse or misapplication of wireless network radio frequency spectrum is prohibited.

· Wireless networks must be designed and deployed to avoid physical and logical interference between components of different network segments and other equipment. In the event that a wireless device interferes with other equipment, the Information Technology Department shall resolve the interference as determined by use priority.
· In cases where the device is being used for a specific teaching or research application, IT will work with faculty to mitigate the interference and security concerns in order to accommodate the device without disrupting the Ohlone College WLAN or underlying wired network backbone.

· In the event that both cannot operate without interference, educational use will be given top priority, followed by specific research purposes, followed by general WLAN access.

· The Ohlone College Information Technology Department will attempt to resolve any interference or security incidents by coordinating with the registered Point of Contact (POC) for the wireless network. If a POC is not available, the incident is resolved through administration of the network connection to the backbone.

· The Associate Vice President of Information Technology or designee has the authority to require cessation of unauthorized use of the 2.4 GHz bands.

Security and Access

· Physical security should be considered when planning the location of wireless access points and other wireless network components.
· The Ohlone College WLAN will use TLS for authentication security, with exceptions for special circumstances approved by the Associate Vice President of Information Technology or designee.

· All Access Points and wireless client adapters on the Ohlone College WLAN will use an SSID maintained by the Information Technology Department.  

· Wireless access points shall require user authentication at the access point before granting access to campus or Internet services. Wireless network interfaces and end-user devices shall support 802.1X authentication to access wireless networks that allow connectivity to the Campus Network Backbone.  Thus a valid Ohlone College Web Services Account will be required in order to utilize the Ohlone College WLAN & LAN.
· Given that security can never be 100% guaranteed on both WLANs and LANs, users are encouraged to use applications that support encryption such as SSL-based secure websites and Secure Shell (SSH) instead of Telnet.

The Ohlone College Information Technology Department is authorized to take whatever reasonable steps are necessary to ensure compliance with this, and other network related policies that are designed to protect the integrity and security of the campus network backbone.  Any wireless network on campus, which poses a security threat, may be disconnected from the campus backbone network. If a serious security breach is in process, the Ohlone College Information Technology Department may disconnect the LAN immediately. Every reasonable attempt will be made to reach the registered "Point of Contact" to resolve security problems. The Ohlone College Information Technology Department has the authority to disconnect any wireless network from the campus network backbone whose traffic violates practices set forth in this policy, or any network related policy. It is the responsibility of the department or division to be knowledgeable regarding the provision of such policies.

Grievance matters with this policy or conflicts between the Ohlone College Information Technology Department and any department or student are directed to the Vice President of Information Technology for resolution.

Coverage is limited on campus and there are no guarantees to the amount of coverage on the campus. Currently coverage is limited to the following areas: Hyman Hall Labs and Offices, 8102 Biology Lab, and the Information Technology offices in Building 4.

*** This document used the wireless policy developed by the Kansas State University and Kettering University as a template. ***
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